
919

Office of the Secretary of Defense § 322.1

(4) Property receipts and control logs 
for building passes, credentials, vehi-
cles, weapons, etc. 

(5) Temporary personal working 
notes kept solely by and at the initia-
tive of individual members of DSS to 
facilitate their duties. 

(h) Notification of prior recipients. 
Whenever a decision is made to amend 
a record, or a statement contesting a 
DSS decision not to amend a record is 
received from the subject individual, 
prior recipients of the record identified 
in disclosure accountings will be noti-
fied to the extent possible. In some 
cases, prior recipients cannot be lo-
cated due to reorganization or deacti-
vations. In these cases, the personnel 
security element of the receiving De-
fense Component will be sent the noti-
fication or statement for appropriate 
action. 

(i) Ownership of DSS Investigative 
Records. Personnel security investiga-
tive reports shall not be retained by 
DoD recipient organizations. Such re-
ports are considered to be the property 
of the investigating organization and 
are on loan to the recipient organiza-
tion for the purpose for which re-
quested. All copies of such reports shall 
be destroyed within 120 days after the 
completion of the final personnel secu-
rity determination and the completion 
of all personnel action necessary to im-
plement the determination. Reports 
that are required for longer periods 
may be retained only with the specific 
written approval of the investigative 
organization. 

(j) Consultation and referral. DSS sys-
tem of records may contain records 
originated by other components or 
agencies which may have claimed ex-
emptions for them under the Privacy 
Act of 1974. When any action that may 
be exempted is initiated concerning 
such a record, consultation with the 
originating agency or component will 
be effected. Where appropriate such 
records will be referred to the origi-
nating component or agency for ap-
proval or disapproval of the action.
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§ 322.1 Purpose and scope. 
(a) The purpose of this rule is to com-

ply with and implement title 5 U.S.C. 
552a, sections (f) and (k), hereinafter 
identified as the Privacy Act. It estab-
lishes the procedures by which an indi-
vidual may be notified whether a sys-
tem of records contains information 
pertaining to the individual; defines 
times, places and requirements for 
identification of the individual re-
questing records, for disclosure of re-
quested records where appropriate; spe-
cial handling for medical and psycho-
logical records; for amendment of 
records; appeal of denials of requests 
for amendment; and provides a sched-
ule of fees to be charged for making 
copies of requested records. In addi-
tion, this rule contains the exemptions 
promulgated by the Director, NSA, 
pursuant to 5 U.S.C. 552a(k), to exempt 
Agency systems of records from sub-
sections (c)(3); (d); (e)(1); (e)(4)(G), (H), 
(I); and (f) of section 552a. 

(b) The procedures established and 
exemptions claimed apply to systems 
of records for which notice has been 
published in the FEDERAL REGISTER 
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pursuant to the Privacy Act. Requests 
from individuals for records pertaining 
to themselves will be processed in ac-
cordance with these procedures and 
consistent with the exemptions 
claimed. Requests for records which do 
not specify the statute pursuant to 
which they are made but which may be 
reasonably construed to be requests by 
an individual for records pertaining to 
that individual will also be processed 
in accordance with these procedures 
and consistent with exemptions 
claimed. To the extent appropriate, 
these procedures apply to records 
maintained by this Agency pursuant to 
system of records notices published by 
the Civil Service Commission. The pri-
mary category of records affected by a 
Commission notice is that maintained 
in conjunction with the CSC system 
identified as ‘‘CSC-Retirement Life In-
surance and Health Benefits Records 
System.’’ Authority pursuant to 44 
U.S.C. 3101 to maintain each system of 
records for which notice has been pub-
lished is implied in each ‘‘authority for 
maintenance of a system’’ of each sys-
tems notice.

§ 322.2 Definitions. 
(a) Access to the NSA headquarters: 

means current and continuing daily ac-
cess to those facilities making up the 
NSA headquarters. 

(b) Individual: means a natural person 
who is a citizen of the United States or 
an alien lawfully admitted for perma-
nent residence. 

(c) Request: means a request in writ-
ing for records pertaining to the re-
quester contained in a system of rec- 
ords and made pursuant to the Privacy 
Act or if no statute is identified consid-
ered by the Agency to be made pursu-
ant to that Act. 

(d) System of Records: means a group-
ing of records maintained by the Agen-
cy for which notice has been published 
in the FEDERAL REGISTER pursuant to 
section 552a(e)(4) of Title 5 U.S.C.

§ 322.3 Procedures for requests con-
cerning individual records in a sys-
tem of records. 

(a)(1) Notification. Any individual 
may be notified in response to a re-
quest if any system of records contains 
a record pertaining to the requester by 

sending a request addressed to: Infor-
mation Officer, National Security 
Agency, Fort George G. Meade, Mary-
land 20755. Such request shall be in 
writing, shall be identified on the enve-
lope and the request as a ‘‘Privacy Act 
Request,’’ shall designate the system 
or systems of records using the names 
of the systems as published in the sys-
tem notices, shall contain the full 
name, present address, date of birth, 
social security number and dates of af-
filiation or contact with NSA/CSS of 
the requester and shall be signed in full 
by the requester. 

(2) A request pertaining to records 
concerning the requester which does 
not specify the Act pursuant to which 
the request is made shall be processed 
as a Privacy Act request. A request 
which does not designate the system or 
systems of records to be searched shall 
be processed by checking the following 
systems of records: Applicants; Per-
sonnel; Health, Medical and Safety. 

(b)(1) Identification. Any individual 
currently not authorized access to the 
National Security Agency head-
quarters who requests disclosure of 
records shall provide the following in-
formation with the written request for 
disclosure: full name, present address, 
date of birth, social security number, 
and date of first affiliation or contact 
with NSA/CSS and date of last affili-
ation or contact with NSA/CSS. 

(2) Any individual currently author-
ized access to the National Security 
Agency headquarters shall provide the 
following information with the request 
for notification: full name, present or-
ganizational assignment, date of birth, 
social security number. 

(3) Such request shall be treated as a 
certification of the requester that the 
requester is the individual named. Indi-
viduals should be aware that the Pri-
vacy Act provides criminal penalties 
for any person who knowingly and will-
fully requests or obtains any rec- ords 
concerning an individual under false 
pretenses.

§ 322.4 Times, places and procedures 
for disclosures. 

(a) Individual not currently affiliated 
with NSA: 

(1) Request procedure. Any individual 
currently not authorized access to the 
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